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Problem 1: Not able to use SOTA Problem 2: DP-SGD training is
APl-based foundation models, computationally intensive and
e.g., GPT-4, Claude hard to implement
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This Work: Augmented Private Evolution (Aug-PE)

* Only needs APl access = Applicable to both APl-based or open-
sourced foundation models

* Does not need any model training

* Could even outperform DP finetune generator in terms of privacy-

utility trade-off In some cases

 Extension of Private Evolution [ICLR 2024] from image to text, with
new algorithmic techniques to increase the diversity and quality of
text generation

* [ICLR 2024] Differentially Private Synthetic Data via Foundation Model APIs 1: Image
Zinan Lin, Sivakanth Gopi, Janardhan Kulkarni, Harsha Nori, Sergey Yekhanin

<> https://github.com/Al-secure/aug-pe

Augmented Private Evolution Experiments
. Aug-PE matches/beats SOTA on text quality vs. privacy
Workflow: e =1, ICLR 2023 reviews dataset finetune generator with DP-SGD, and use DP synthetic
f' data to finetune downstream model with non-private SGD
: ‘g, Inetune downstream model
@ API Provider 2 Data holder with DP-SGD on resl date  {mrmrmmmmmeeeeemeeee A

[could also be data holder — DP-FT-Downstream  —-- DP-FT-Generator (GPT2) - DP-FT-Generator (GPT2-M)  ——~- DP-FT-Generator (GPT2-L)
if using local models] o
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@ rAugmentea\ synthetic text rea Classification Acc. (€=1) ating Classification Acc. (€=1)
2 Private Aug-PE is compatible with advanced LLMs for DP synthetic
black-box _ Evolution text generation (challenging/infeasible for DP finetuning)
A
{ \ | OpenReview PubMed
= Write a review for A great spot for S =1 S e=1
@ RANDOM_API g , — 'g P LLM Area Rating | Area Rating | BERTyini BERTsmay | BERTyini  BERTsman
7 |restaurants: pizza.
= GPT-2 424 321 | 376 320 24.5 26.7 24.3 26.5
GPT-2-Medium 410 323 | 366 321 25.5 277 24.9 27.0
Hard to GPT-2-Large 42.1 321 | 381 320 25.7 27.9 25.1 27.2
l DPcl;ine—tune /Opt-6.7b | 436 322 305 321 | 265 28.6 258 27.9
S ue to Vicuna-7b-v1.5 429 357 | 352 354 24.6 26.9 23.1 24.9
! \| Please rephrase A pizza lover’s combputation | Falcon-7b-instruct || 38.6 326 | 39.0 33.3 22.3 244 22.4 24.5
@ VARIATION_API {= i —(EN—("P P Llama2-Tochathf| 455 385 | 364 370 | 258 284 | 248 275
th | requirement
N R tinie y place. 19DP cop  AMixtnk8TBVOL/| 459 418 | 436 423 | 249 276 24.5 27.1
O - GPT-3.5 454 435 | 419 431 30.4 327 30.1 3.4
infeasible for DP finetuning as weights/

Algorithm (simplified):

architectures are unavailable

Synthetic samples @ Private samples Variations o) Aug-PE uses private data to guide synthetic data selection
Step 1: RANDOM_AP] Step 2.1: DP_NN_HISTOGRAM use GPT-3.5 as data generator
A great spot Write a review The pizza was A great spot Setting Yelp OpenReview PubMed
for pizza. for restaurants: AMAZING!! « - for pizza. Rating Category | Area Rating | BERT\ini BERTsman
} _ | Random API 623  73.7 344 42.0 29.7 31.9
| @ <noise Random API + Variation API | 62.3  73.7 364 420 29.6 31.9
{‘(‘)'gep fitceeayk' e QUick pizzaldelivary i Niceiteakinot AUG-PE (¢ = 1) 644 741 393 425 30.0 32.2
. Very ggod too pricey. AUG-PE (t =1 67.9 74.7 45.4 43.5 304 32.7
J+noise
Step 2.2: Draw samples based Step 2.3: VARIATION_API Aug-PE outperforms PE for text generation

on DP_NN_HISTOGRAM
A great spot

« apply the same API designs and models to PE [ICLR 2024] to support text generation
Please rephrasej A great spot « use GPT-2 as data generator

ehiplzze thereview: « = e m e e e e - = = = o kel pi;zz.rw * the results show that new algorithmic techniques introduced in Aug-PE are effective
@ o hizza o f”{” o Method Rating Yeg)ategory ggang:fi:g BERTMI::nggRTSmaH
Slace. R PE < AUG-PE(k=6,L=1) | 449  71.8 353 320 20.1 223
” AUG-PE(k=0,L =7) 67.5  74.8 24 321 24.5 26.7
« Step 1 (RANDOM_API): prompt LLM to generate random samples. Aug-PE can be Aug-PE can capture text
« Step 2: go through steps 2.1-2.3 iteratively to refine the synthetic computationally cheaper length distribution
samples towards the private samples. L: hyperparameter controlling # APl calls
» Step 2.1 (DP Nearest Neighbor Histogram): each private sample . s o o
votes for their closest synthetic sample In the embedding space ] DP-FT-Generator/Aug-PE (L=2) 0.04 - B e Ay e oen 2
iInduced by embedding model. Then, add Gaussian noise to the votes to Eso 003,
ensure DP. L% m 2
» Step 2.2: resample the generated texts according to the histogram. 530 -0
« Step 2.3 (VARIATION_API): prompt LLM to generate new similar = 127 x 0.011
samples, which will be used In the initial synthetic samples for the O = o
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